Cybersecurity, everywhere you need it.
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Co je ”NIS2” a proc€ se
nebat jit s nami



Co je NIS2?

2. generace smernice EU o kyberneticke odolnosti
NETWORK AND INFORMATION SECURITY

Novy zakon o kyberneticke bezpecnosti




NIS2 — hlavni regulacni zmeny

Rozsireni pocCtu povinnych osob

Povinné vzdélavani vrcholového vedeni
organizace

Zprisneni sankci
Zmeny v procesu hlaseni incidentu

Aktualne regulovano ca 400 povinnych osob
Nove regulovano min. 6.000 povinnych osob




NIS2 — hlavni dokumenty

- Vyhlaska o regulovanych sluzbach

- Vyhlaska o bezpecnostnich opatrenich

poskytovatele regulované sluzby v rezimu
vyssich povinnosti

- Vyhlaska o bezpecnostnich opatrenich
poskytovatele regulované sluzby v rezimu
nizsich povinnosti

- Vyhlaska o kriteriich rizikovosti dodavatele




NIS2 — koho se tyka?

- Vyhlaska o regulovanych sluzbach

- Kyberneticka bezpecnost ma byt zajistena napr.
pri:

- pri vyrobe elektriny

- pri poskytovani zdravotni péce

- pri poskytovani sluzeb elektronické komunikace

- u dalsich vice nez 60 sluzeb zarazenych do 18
odvetvi

Smérnice NIS2 nepredpokladé ukladani povinnosti kazdému subjektu, ktery danou sluzbu poskytuje
(viz €l. 2 smérnice NIS2 — zejm. s ohledem na kritérium velikosti podniku)




=

n

2 kb e
y - NVIIV OO

SLUZBY UVEDENE V PRILOZE |
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Subjekty poskytujici sluzby uvedené v pfiloze | nize a splfiujici podminku ,velky podnik“ dle doporuceni Komise (EU) 2003/361/EC budou

1«

regulovany vzdy v reZimu ,essentia

ENERGETIKA

Provozovatelé distribu¢ni a prenosové soustavy, vyrobci
a prodejci elektrické energie, nominovani organizatofi trhu
s elektfinou, provozovatelé dobijecich stanic spolu
s poskytovateli elektromobility.

Subjekty poskytujici sluzbu dalkového vytapéni nebo
chlazeni.

Provozovatelé ropovodl, zafizeni na tézbu, rafinaci
a zpracovani ropy, skladovacich a prenosovych zafizeni,
Ustredni spravci zasob.

[&] (B

Obchodnici s plynem, distributofi plynu, prepravci plynu,
vyrobci plynu a poskytovatelé uskladriovani plynu.

Provozovatelé vyroby, skladovani a prepravy vodiku.
Doposud vsak neni implementovano do ¢eského pravniho

©

fadu.
DOPRAVA
Komeréni letecti dopravci, Fidici organy letist a subjekty
E‘L"}E’LQ provozujici pomocnd zafizeni v ramci letist, provozovatelé
kontroly fizeni provozu.
— Provozovatel drahy celostdtni nebo regiondlni anebo
[0 o] veiejné pristupné vlecky a dopravce provozujici na téchto
/—\ drahdch drazni dopravu.
o5 Predmétné predpisy se vztahuji na namorni pristavy a pro
£ Ceskou republiku tedy nejsou relevantni.
= Silni¢ni organy odpovédné za planovani, kontrolu a spravu
(0o —=0) silnic spadajicich do jejich dzemni pidsobnosti,
U Y poskytovatelé sluzeb ITS.
BANKOVNICTVI
=28a

* Sektor bankovnictvi je regulovén nafizenim DORA.

M
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INFRASTRUKTURA FIN. TRHU

%) Sektor infrastruktura finan¢nich trhd je regulovén
& nafizenim DORA.

ZDRAVOTNICTVi

—  Poskytovatelé zdravotni péce (nemocnice a dalsi), subjekty
Eﬁ provadéjici vyzkum a vyvoj léCivych vyrobk( a pfipravka,
= vyrobci zakladnich farmaceutickych pfipravka.

PITNA VODA
Dodavatelé a distributofi vody uréené k lidské spotrebé,
L,—_E{I avsak kromé téch, pro které je to vedlejsi ¢innost k jejich
o hlavni ¢innosti zabyvajici se distribuci jinych komodit
a zboii.

ODPADNI VODA
Subjekty shromazdujici, vypoustéjici nebo upravujici
:[(:ﬁ méstské nebo primyslové odpadni vody nebo splasky,
2~ avsak kromé téch, pro které se jedna pouze o vedlejsi
¢innost k jejich hlavni ¢innosti.
DIGITALNI INFRASTRUKTURA
Poskytovatelé: vyménnych uzl( internetu (IXP), cloud
A computingu, datového centra, sluzeb vytvarejicich davéru,
elektronickych komunikaci, CDN sluzeb, registrd TLD, sluzeb
= systému  doménovych jmen (DNS), s vyjimkou
poskytovatel root name serverd .

POSKYTOVATELE RiZENYCH ICT SLUZEB

o) Poskytovatelé fizenych ICT sluzeb a poskytovatelé Fizenych
@ﬁ@ ICT bezpecnostnich sluzeb. Subjekty, pro zakazniky
@

provozujici ¢i spravujici ICT sluzby a nastroje, typicky na
zakladé smlouvy o Urovni sluzeb (SLA).

VEREJNA SPRAVA
@ UstFedni organy statni spravy, vetejna sprava na regionalni

urovni, soudy a statni zastupitelstvi a dalsi instituce
vyznamné pro chod statu.

VESMIR

8 o V Ceské republice nejsou umistény 7adné subjekty pozemni
7 o infrastruktury, pro Ceskou republiku tedy nerelevantni.

SLUZBY UVEDENE V PRILOZE Il

Subjekty poskytujici sluzby uvedené v pfiloze | a splriujici podminku
,stredni podnik” a subjekty poskytujici sluzby uvedené v priloze Il
a splnujici podminku ,velky podnik“ a ,stfedni podnik” dle
doporuéeni Komise (EU) 2003/361/EC budou regulovany v rezimu
simportant” (nizsi ndroky z hlediska bezpecnostnich opatreni),
pokud nebude stanoveno specidlnimi kritérii jinak.

POSTOVNI SLUZBY

Subjekty, poskytujici poStovni sluzby, tzn. vybér, tridéni,
qg prepravu a dodéni postovnich zasilek, vcetné provozovateld
kuryrnich sluzeb.

ODPADNI HOSPODARSTVI
Subjekty, poskytujici sluzbu naklddani s odpady, tzn.
c——— zafizeni urCena pro nakldadani s odpady, obchodnici,
zprosttedkovatelé, dopravci podle zékona ¢&. 541/2020 Sb.,
kromé téch, pro které naklddani s odpady neni jejich hlavni
ekonomickou ¢innosti.

CHEMICKY PRUMYSL

o° Subjekty, poskytujici sluzby v chemickém prdmyslu,
© tzn. vyrobci, distributofi, véetné maloobchodnika, ktery
E skladuje a uvadi na trh chemickou latku nebo predmét.

POTRAVINARSTVI

i Potravinarské subjekty, které se zabyvaji velkoobchodni
distribuci a primyslovou vyrobou nebo zpracovanim.

VYROBA
Vyroba: zdravotnickych a diagnostickych zdravotnickych
Q) p prostiedkl, poditacd, elektronickych a optickych pfistrojt,
\ elektrickych zafizeni, stroju a zafizeni, motorovych vozidel
& (kromé motocykll), pfivést a ndvésl, ostatnich dopravnich
prostiedk a zafizeni.

POSKYTOVATELE DIGI SLUZEB

Poskytovatelé on-line trZist, internetovych vyhledavacu,
platforem sluzeb socialnich siti.

VYZKUM
Vyzkumné organizace, s vyjimkou vzdéldvacich instituci,
jejichz hlavnim cilem je provadét aplikovany vyzkum nebo
experimentalni vyvoj s ohledem na vyuziti vysledk( tohoto
vyzkumu pro komeréni Gcely.

SUBJEKTY, KTERYM PLYNOU POVINNOSTI Z NIS2, ALE NESPADAJI DO REZIMU ESSENTIAL, ANI IMPORTANT

AR
(i

Subjekty shromazdujici a udrzujici pfesnou a Uplnou registraci nazvu domén.

verze 1.0, platna ke dni 16.08.2022

e NO KB
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NIS2 — koho se tyka?
- Pravidla regulace

- Obecné pravidlo
Primarni zpsob stanoveni, zda subjekt spada pod regulaci smérnice, je souéasné
naplnéni nasledujicich dvou pravidel:

1) organizace poskytuje alespon jednu sluzbu uvedenou v prilohach a zaroven

2) je strednim nebo velkym podnikem ’
(tedy zaméstnava 50 a vice zaméstnancu, nebo dosahuje ro¢niho obratu nebo bilanéni

sumy roénf rozvahy alespori 10 milionti EUR (zhruba 250 milionti CZK)
- Doplnujici pravidla

Na vybrané subjekty se smérnice NIS2 vztahuje bez ohledu na jejich velikost napf.:
- Poskytovatel sluzeb elektronickych komunikaci, poskytovatel sluzeb DNS...
- Poskytovatel sluzby, jejiz naruseni mohlo mit vyznamny dopad na verejnou bezpecCnost
nebo ochranu zdravi osob
==z Povinné subjekty dle smérnice CER



NIS2 — Ohlasovaci povinnost

Poskytovatel regulovane sluzby

Rezim vyssich povinnosti
- Hlasi vse (s puvodem v kybernetickem prostoru)

Rezim nizsich povinnosti

- Hlasi vSe, co je umysineé — nehlede na vyznam dopadu — a
to, co je vyznamné, i kdyby to bylo neumysiné (s puvodem v
kybernetickem prostoru)




KDYZ SE REKNE ,,NIS2“

STRASAK!!!
NAKLADY!!!
ZDROJE!!!
BYROKRACIE!!!
TYKA SE NAS???



KDYZ SE REKNE ,,NIS2“

ZVYSEN| KYBERNETICKE ODOLNOSTI

FINANCNI USPORY
PRILEZITOST
DUVERA



NIS2 - NETWORK AND INFORMATION SECURITY

BEZPECNOSTNI OPATREN!I

ORGANIZACNI OPATRENI TECHNICKA OPATRENI



A
NIS2 — technicka opatreni v rezimu vyssich povinnosti

§ 18 Fyzicka bezpecénost FortiCamera, FortiRecorder
§ 19 Bezpecnost komunikacnich siti FortiGate, FortiSwitch, FortiAP, FortiClient, FortiManager
FortiSASE, FortiAuthenticator, FortiPAM, FortiToken
§ 21 Rizeni pristupovych opravnéni FortiGate, FortiSandbox, FortiDeceptor, FortiWeb
FortiEDR, FortiNDR
§ 23 Zaznamenavani udalosti FortiSIEM, FortiAnalyzer, FortiNAC, FortiGate
§ 24 VVyhodnocovani kybernetickych FortiAnalyzer, FortiSIEM, FortiRecon, Forti SOCaaS, FortiEDR,
bezpecnostnich udalosti FortiSandbox, FortiSOAR, FortiNDR, SOCaaS, FortiRECON...
§ 25 Aplikacni bezpecnost FortiDAST, FortiTester, FortiDevSec
§ 26 Kryptografické algoritmy FortiGate (VPN, ZTNA), FortiAuthenticator (CA), FortiManager (CA)
§ 27 Zajistovani dostupnosti regulované sluzby HA, FortiGate, FortiADC, FortiWeb, FortiGSLB
§ 28 Zabezpeceni prumyslovych, fidicich a FortiCam, FortiRecorder, FortiPresence, FortiGate FortiToken,
obdobnych specifickych technickych aktiv FortiTokenMobile FortiAuthenticator FortiPAM, FortiGate,

amn FortiGate Rugged, FortiSwitch, FortiClient, ZTNA, SASE



§ 15 Fyzicka bezpecnost

§ 16 Bezpecnost komunikacnich siti

§ 17 Sprava a ovéfovani identit
§ 18 Rizeni pFistupovych opravnéni

§ 19 Detekce kybernetickych
bezpecnostnich udalosti

§ 20 Zaznamenavani udalosti
§ 21 AplikaCni bezpec€nost
§ 22 Kryptografické algoritmy

§ 24 Zabezpeceni prumyslovych, fidicich a
obdobnych specifickych technickych aktiv

N
NIS2 — technicka opatreni v rezimu nizsich povinnosti

FortiCamera, FortiRecorder
FortiGate, FortiSwitch, FortiAP, FortiClient, FortiManager
FortiSASE, FortiAuthenticator, FortiPAM, FortiToken

FortiGate, FortiSandbox, FortiDeceptor, FortiWeb
FortiEDR, FortiNDR

FortiGate (AV, IPS, Web filtering, AntiSpam, FortiCloud Sandbox),
FortiSandbox, FortiClient, FortiMail, FortiEDR

FortiSIEM, FortiAnalyzer

FortiDAST, FortiTester, FortiDevSec

FortiGate (VPN, ZTNA), FortiAuthenticator (CA), FortiManager (CA)
FortiCam, FortiRecorder, FortiPresence, FortiGate FortiToken,

FortiTokenMobile FortiAuthenticator FortiPAM, FortiGate,
FortiGate Rugged, FortiSwitch, FortiClient, ZTNA, SASE



BEZPECNOST kolem nas

Chytrd auta Chytra meésta

Informace a data Smart ,cokoli Internet of Things

Kryptomeny Big Data Robotizace (RPA)
_ Fragmentace internetu
regulativa Malware
Virv. Troian Cryptojacking
I ?
Anonymita bl TR DDoS
Fake news
Ransomware Mobilni hrozby Miners

Socialni inzenyrstvi
Statem podporované utoky

Oday/1day utoky
legislativa zranitelnosti
GDPR Insider
NIS

amn ZoKB

Al —uméla inteligence

loT/lloT

ChatGPT

Osobni udaje

Pramysl/Industry 4.0

Vétsi pocet zarizeni
Kyberneticka valka
Kombinované utoky

Bezpecnost domén

Phishing/smshing/vishing

Utoky na vie co se v kyberprostoru hybe

14



Complexity is Slowing Digital Initiatives

Public Cloud Internet Data Center SaaS

[ e .
oG
E88 8 B8 BB

Users and Device Security Network Security Cloud Security
] [ ] e

Home Travel Campus Branch

amn Users and Devices
"l w

Edge Compute

Security Operations
([

Factory

Today'’s
Challenges

Applications are
distributed

Users are working from
anywhere

More devices are
attaching to applications

Too many IT and
security stacks

Too many vendors

Cybersecurity sKkills
shortage

© Fortinet Inc. All Rights Reserved. 15



Consolidation of Security Point Product Vendors
Gartner Cybersecurity Mesh Architecture (CSMA)

Cybersecurity Point Products Cybersecurity Platform Approach

20 Vendors 4-6 Platforms
T © Fortinet Inc. All Rights Reserved. | 16




Cybersecurity
Platform

Cybersecurity Platform Journey

30+ Vendors 10 Vendors

Network Operations Security Operations

E @
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Endpoint Security Cloud Security
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Endpoint Application

Network Security Ecosystem

REC e ®
2 e & ©

Network

Ecosystem

.= © Fortinet Inc. All Rights Reserved. | 17



Secure

Networking

Convergence of Networking & Security @

FortiOS Everywhere

Convergence
Benefits

* Reduced complexity
eliminating multiple products

Enterprise
Networking

Lacks Awareness
Across the Network

Cybersecurity
Services

Software Delivers
Network Awareness

Switch WiFi Ne?‘zc;l:;?ng Application Content ’ Elzngclleer;toirs)z:.:tlons with
%% ((.)) Network Firewall {:Q:} @
S SD-WAN . . .
Uenﬁ;‘;fsa, ZTNA - End-to-end digital experience
5G Router Location Identity

measurement

SASE
NAC
Secure AP
Secure Switch

QR @ © 2

» Cost savings from product
and vendor reduction

-.w © Fortinet Inc. All Rights Reserved. | 18



Assessing your Technology Program Maturity

Leverage Maturity models such as ARC Program Maturity

A Secure Systems

Levels of Protection

Second Year

4

Manage Incidents 4

Third Year

Level 4 - Monitor
Quantitatively
Managed

Level 5 - Manage ,* |

Optimizing =

First Year Level 3 - Contain _ g
‘ Defined
Level 2 - Defend )
Managed
Level 1 - Secure ///’
Initial .
I bl | >

Cybersecurity Maturity

© Fortinet Inc. All Rights Reserved.
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https://www.arcweb.com/blog/arcs-industrial-cybersecurity-maturity-model-evolves

Assessing your Technology Program Maturity

Honeypot

Advanced Network and
Endpoint Visibility (XDR)

Anomaly & Breach +  OT Threat Management Platform
5 i i Detection
A Micro segmentation . . SOAR
' ' . Advanced App”cation Vendor |ntegratlonS . MDR
* Perimeter Segmentation Controls Event Correlation
» Application and Network * Orchestrated Endpoint ] ‘
Controls Protection InC|d.ent Managemerit 5 Level 5 - Manage
* Endpoint Detect and *  Remote Detonation Monitor network availability Optimizing
Res.ponse + Advanced Secure Access ‘

» Basic Secure Access © Greue Wish Sy Level 4 = Momtor
c « Basic Identity Management Quantltatlvely
o
= * Advanced Inventory Managed
% * Basic Network + Device Hardening Level 3 - Contain
= Segmentation Defined
S + Basic Antimalware Conti
» capabilities ontinuous
T>'> + Basic Inventor OV 2 = (D Lo EuEE
o y Managed
- * People

Level 1 - Secure leocSEsos
Initial
>
Cybersecurity Maturity
AR
== © Fortinet Inc. All Rights Reserved. 20



Assessing your Technology Program Maturity

3 v

o . Deception
= [= &8 e
Auth & - o s
Token EDR Micro Advanced

segmentation Access Control

IPS *
N {@}
App I&I @ ‘ Level 4 - Monitor

Virtual

Patching Control Sandboxing WAF Quantitative|y
®@ x 4 Managed
NAG Secured Lev_el 3 - Contain
S Defined

n = 4

. Level 2 - Defend
Firewall EPP Managed

Levels of Protection

Level 1 - Secure
Initial

Q

SOAR MDR

Level 5 - Manage
Optimizing

Continuous
Improvement:

* People
* Processes

Cybersecurity Maturity

Assess Program Maturity against Proven Deployable Technologies

© Fortinet Inc. All Rights Reserved.
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Investing in Innovation for Our Customers

Strong investment in our
supply chain

~50%

of All Next-Gen Firewall Shipments

Global Firewall Shipments
60,0%

Cisco

AN R
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40,0%
30,0%
20,0%
10,0% Check
Point
0,0% =
2009 2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 Q3
2022
r 1 13
- =

Investment in scale of threat
intelligence and Al/ML

200B

Threat Events Neutralized Daily

Advanced Threats — Global CVE
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1999 ! 2001 ! 2003 ! 2005 ! 2007 ! 2009 ! 2011 ! 2014 ! 2017 ! 2019 ! 2021 ! 2022 ! 2023+

Organic R&D investment
across our portfolio

1,285

Global Industry Patents

U.S. Patents

935

Palo Altp Networks 371
Zscaler 157
Check Point 98

Okta 27

0 100 200 300 400 500 600 700 800 900 1000
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33

Enterprise Analyst
Reports Validate
Fortinet Across
Networking and Security

Fortinet is one of the most validated
enterprise cybersecurity companies in the
world ranking in leadership positions across
dozens of analyst reports highlighting the
broad application of the Fortinet Security
Fabric.

Gartner

MAGIC
QUADRANTS

FORRESTER

WESTLANDS
ADVISORY

PLATFORM

NAVIGATOR

1

Gartner

MARKET
GUIDES

9

FORRESTER

sKuUppingercole

COMPASSES

5

Gartner

#1 IN CRITICAL
CAPABILITIES

6

FROST
o
SULLIVAN

GIGAOM

GIGAOM
RADAR

6

© Fortinet Inc. All Rights Reserved.

Gartner

PEER INSIGHTS
CUSTOMERS’

CHOICE 4
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Fortinet Security Fabric Expansion

Control and Protect Everyone and Speed Operations, with Counter Threats, with Secure Any Application
Everything on or off the Network Al-powered Automation Coordinated Protection Journey on Any Cloud
NOC soC FortiGuard
FortiAnal .
@ IEI FortiManager - oriAnalyzer Security FortiWeb
a Public Cloud
FortiClient ZTNA ' Content
cl ForiGate ForiSOAR Socury = &)
Cloud ocag
: FortiGuard Device FortiGate VM
FortiAlOps SoCaaS /IR Security
o
. : Internet >
o FOMSASE o FortiEDR / Application 2
g FortiMonitor FortiMDR Security B g
S . ()
é Fort!Deceptor 500 FortiMail Lﬁ
ﬁ FortiPolicy FortiRecon Services @
K FortiAuthenticator FortiNDR Data Center 8]
: - 3
W Securing the Digital Experience : 3
u FortiDDoS m
FortiToken @
— SaaS
[ | o FortiCASB
Remote FortiAP/ . Linksys . . 8 ¢
Access/\VPN FortiSwitch FortiGate HomeWRK SD-WAN FortiExtender  FortiProxy FortiNAC } ',
é’
\ Edge
FortiADC
Users and Devices Networks Applications
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Gartner Cybersecurity Mesh Architecture

Gartner

Executive Guide to Cybersecurity Mesh, 2022

Felix Gaehtgens, James Hoover, Henrique Teixeira, Claudio Neiva, Michael Kelley, Mary
Ruddy, Patrick Hevesi. As of October 2021

This graphic was published by Gartner, Inc. as part of a larger research document and should be
evaluated in the context of the entire document. The Gartner document is available upon request
from Fortinet.

GARTNER is a registered trademark and service mark of Gartner, Inc. and/or its affiliates in the U.S.
and internationally and is used herein with permission. All rights reserved.
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