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Sprava pristupu pomoci Cisco DUO

Korporatni aktiva

tvoreni davé Cloud, On-premise,
l vy Y l Public, Private, Hybrid
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Autentizace Divéryhodnost Zpristupnéni EEE
uzivatele zarizeni aplikace
® Vicefaktorova autentizace ® Device Trust @ Single Sign-On (SS0)
@ Passwordless ® Device health & compliance ® VPN-less remote access YT
® Nezavislost na zdroji identity ® Mac, Win, Linux, iOS, ) AT e = e, @ e A <0|||||||
Android, BYOD OlllliII

private

PriibéZny monitoring a vyhodnoceni risk-based metrik
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Autentizace

Napojeni na libovolny zdroj

N/ = (o]
uzivatelu g identity
Ff : Kompatibilita s Sirokou Skalou zdroje identity
LDAP, RADIUS, SAML
== Active Directory @
P 7’ amazon

Enter code in Duo Mobile

Y Y Verify it's you by entering this verification code
7 =5 in the Duo Mobile app...
7 QL

ro you oggingin o 508 976

Are yo Gg
Due Central?

Multifaktorova autentizace

@© Austin, TX s
o SR N - A Ochrana pomoci vicefaktorové autentizace:
eeeeeee — (©®>  sMs, TOTP, Hardware tokeny, Push
N B N
. notifikace, Biometrie
Push notifikace s number
matching
Push notfikace - Ochrana pred phishing utoky
= Automatickd detekce podezrelych aktivit
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Overeni pristupového

zarizeni

Mobile

Your device's security score
is perfect!

i0S is up to date

Duo Mobile app is up to date

This device is not jailbroken

Security Checkup will never access personal
information on your devic

(i0S, Android)
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Desktop

= Home

D Your System
—— |

macOS is up to date

<
.\

System password is set

&
(02

FileVault is enabled

<
@

v o Firewall is enabled

Login secured by ='I=
|

(MacOS, Windows)

Kontrola stavu zarizeni
Zpristupnéni sluzby na zakladé
splnéni predem definovanych
podminek

= software up-to-date?

= passcode ochrana?

= zapnuté Sifrovani disku?

= ochrana endpointu zapnuta?

Je zarizeni diivéryhodné?
Pristup pouze z povolenych zarizeni
= spravované zarizeni pomoci MDM?
= registrované zarizeni BYOD vyhovuijici

bezpec¢nostnim parametriim
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Zpristupneni o
I.kaci /@ Zvyseni bezpecnosti pro on-
ap . v premise aplikace

Implementace MFA pro aplikace a sluzby

: : ceDu [N ¢ ) V4 .
" | hostované on-premise

0) amazon. A ATLASSIAN bo! b = =
— —— ] ol N T — Single Sign-on (SSO)
" : . QoQ o |
wE = -2 @ sulte 0'\.-; Unifikuje autentizaci a poskytuje
P — r— . 5 uzivatellm pfistup k mnozstvi aplikaci
¥ slack splunk> Wl@:y Wzendesk zoom
“““““““““““ ufua Poskytnuti VPN-less

DDDDDDDDD vzdaleného pristupu

Pristup k privatnim aplikacim skrze Duo
Network Gateway (DNG) bez nutnosti VPN

klienta
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Reseni pristupu do kterékoliv
aplikace

cbropbox ° Google Apps

|
wirkdoy.  Wahmmn box Cloud Saa$
J Office365 \Wabex 4 slack aplikace

Lin
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Plugin implementace (SSH RDP)‘ N
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@penveN” BB paloallo sanay
OnPremise I Check Point {50005 ().

SOFTWARE TECHNOLOGIES LTD.

/ aplikace (VPN), rmmner U e
sit'ové prvky

splunk> Drupal

« » Webové aplikace XConfluence () WoroPress
KIIRA gsmbbolem

i wose Duo Eloud
Ct# <« @python  Propriety aplikace Zdroje Identity

nede P2 gRuby (API)
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Authentication Proxy SAML 2.0 Identity
(LDAP, RADIUS) Provider




Nasazenim MFA to nekonci
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Uspésné prekonani MFA (2022)
Uber data breach

Cisco unprivileged access to internal network

Microsoft user account hijacking

I =.
CISCO
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Social Engineering strategie

MFA fatigue nebo Push harassment
Uber data breach
Session cookie theft
Racoon Stealer
Machine-In-The-Middle Attacks
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Social Engineering a ochrana po technickeé

9

strance

Push notification limitace a monitoring — 10 pokust defaultné nastaveno v DUO
Risk based authentication — automaticka detekce a funkce dostupna v DUO

Vyhodnotit moznosti 2FA: Vypnuti push notifikace a zapnuti push notifikace s number matching
overenim (MS nebo DUO)

FIDO2 (klicenka Yubikey, Microsoft Windows Hello, Apple Face ID, passkeys)

X ALEF



Risk Based Authentication

AR W
l I //7, E
I.O . |
Zprocesovani historickych etekuje znameé attack patterny
dat

Push harassment, Push fatigue, Push spray,

& high risk location

Wi-Fi fingerprint, device IP, time of day,
Browser Agent

DUO Cloud Data Engine

N ALEF
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Risk Based Authentication

Povyseni MFA metody
na bezpecnéjsi
Tvariantu
Less trusted
+ Granted . > Windows 10, version 21H2 > Verified Duo Push
Less trusted '
Syush snswared with 2 (19044 2251) Sankt Wendel, SL, Germany ~ Y—
correct verification code As reported by Device Health & Step-up 2FA
> Authentication methods were limited due to the detection of a
: : country code mismatch (mismatch in country codas of the
v Windows 10, version 21H2 e 2 B ————
(19044 2251) access and authentication device). . )
As reported by Device Health Policies Lokace MFA zarizeni a
autentizujici stanice
Hostname DESKTOP- . ¢ . i
JG3D52M Risk-based factor selection policy was enforced. se neshoduje

Chrome 107.0.5304.107

Flash Not installed

Java Not installed v Duo Push

X Denied Device Health Application

Country code mismatch . Normal Instalied
detected with risk-based Firewall On ”
factor selection Encryption Off S_anl_d Y\eI\deI. SL. Germany

Password Set 156.67.130.47

Security Agents  Running:

Cisco Secure
Endpoint

Eindhoven, NB, Netherlands

155.1900.348

Trusted Endpoint

determined by Device Health
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FIDO2 - Passwordless Autentizace

« Neni zapotrebi uchovavat néco co zname — “something you know"”, misto toho pouzit
verejny klic
 Uzivatelsky privétive, technicky komplexni a bezpecné reseni

« FIDO2 nejsou jen klicenky! Podporuje Windows Hello, Apple Touch ID/Face ID

= ]
~ \ Unlocks \ C
— (.{,{' Jl ﬂ 72/ — 7
=) e )
Something you are Something you have

No Shared Secret

Biometricka data Privatni kli¢ ulozeny na
zafizeni
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Sign In

Do you want to sign in to “duosecurity.com” with
your saved passkey for
“simunekjan96@gmail.com"?

Continue with Touch ID

Cestina

Google
Potvrdte svou totoznost pomoci
pristupoveho klice

6 v

Zarizeni vas pozada o otisk prstu, oblicej nebo zamek
obrazovky

Vyzkouset jiny zpusob

le Chrome" is trying to verify your identity
psecurity.com.

D or enter your password to allow this.

ouch ID

'or you to verify your identity...

Secured by Duo

FIDOZ2 v praxi: WebAuthn.io



Dekuji za pozornost!
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