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Investice do lidi x Investice do technologi é{t&SR
nezacinejte prosim technickym opatrenim ...... security

Navrh
: v Analyza organizacnich Zavedeni
informacnich rizik technickych opatfeni
aktiv opatreni

Vyhodnoceni

Znalost legislativy, norem, regulaci
ZkusSenost, znalost rozsahu, jaké metriky
Prehled o moznostech technologie
Udinnost zavedenych opatteni?

Jaka metrika?

Kyberneticka bezpecnost jako rizena sluzba
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Pohled systémového integratora é{t&SR
Iépe _]Ié bY|O ......... security

Marze v cyber security : : “
SIEM byl v roce 2011 , niche business
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i cena?
aco kvalita?

Nejniz

... @ TCO na x let

A0S
CYBER

security

13. Hodnotici kritéria a zpisob hodnoceni nabidek

a. Zakladnim hodnoticim  kritériem pro hodnoceni VZ je ve smyslu
§ 78 odst. 1 pism. b) ZVZ nejnizsi nabidkova cena.

b. Pro hodnoceni nabidek je rozhodujici nejniz$i celkova nabidkova cena v Ké

véetné DPH.

Nazev
Druh vefejné zakazky

Druh plnéni

Outsourcing role specialisty na kybernetickou bezpeénost

Sluzby

- L. . Kriterium Nabidkova cena
Zpusob podani nabidky
Dodavatel podava nabidku elektronicky projNazev Nabidkova cena
Vaha 100,00
. - .+ ., |Absolutni omezenihodnot
Specifikace hodnoticich kriterii ametoay moanocemn
Zakladni hodnotici kritérium Nejnizsi nabidkova cena
Oznaceni Nazev dil¢iho hodnoticiho kritéria Véhav %
A INabidkové cena 70%
B1 Pozadavky na soucinnost Zadavatele 5%
B2 Pocet pracovnich dni nutnych pro prvni &ast implementace dle Prilohy 2 a
vzoru smlouvy 20%
B3 Pocet pracovnich dni nutnych pro druhou &ast implementace dle Prilohy e
2 vzoru smlouvy &%
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Pokryjete dnes incidenty viastnimi silami?

... @ Zitra?

Pocet incidentd za den

Pokryto externi ATOS SOC sluzbou
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Pokryto externi

Pocet incidentd za den

PokrytO interni

Wm

ATOS SOC sluzbou
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Resite incidenty 24 x 7?

... a dovolame se k Vam v sobotu dopoledne?
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ATOS SOC sluzbou



Prilis se divame do minulosti AtoS

CYBEtR
vznik incidentu Dnegek N
detekce udalosti
vyreseni
poudeni CYBER THREAT INTELLIGENCE ?
® = — = = = = — = ——— - - >
\Z/Y‘é'?tiovén[ - Indicators of compromise
aplatovani 2
A e ORISR Trendy
[y . N  Tendence
Ladeni detekcniho « Souvislosti
mechanismu « Prediktivni analyza

Soucasnost
Detekovany incident



Co tedy ATOS odlisuje od desitek CYBER é(t&SR

zameérenych firem? security

Schopnost _prenosu zkusSenosti
,..&‘ ze zahranicl
8) & (Polsko, Izrael, Francie ....... )

(SOC centra, informacni zajisténi
Olympijskych her ....)

Vzdélavani Sila nejvetsi evropskeé IT firmy

(eLearning, kontinudlni vzdélavani ...) Kapacitni pokryti,
expertiza, partnerska sit

Bezpecnostni resSeni nejen

@ v oblasti CYBER
Narodni bezp. integrator (Svycarsko, Francie ....)

?

AtOS



ATOS - mezinarodni SOC centra é{t&SR
] IJ S = — E security
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ATOS Poland | Bydgoszcz

*ATOS GLOBAL SOC -

4 v
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» SOC centra v:
% Polsku

* FRANCII -
% SPOJENEM KRALOVSTVIi L

*» SEVERNI AMERICE y &% P
* MALAYSII v N
% INDII

»SOC/CSIRT Europe in Bydgoszcz, Poland
Security Operation Center
Threat Management
Incident Response
Forensic Analysis

',
Security Operation Center

Threat Management
Incident Response
Forensic Analysis

AtOS



Jak se stavi SOC — par jsme jich uz zvladli At®OS

CYBER

......Security Operations Center 24/7/365 security

v ITIL ALREADY IN ACTION

Em

v WORKING ESCALATION
PROCEDURES

v WORKFLOWS READY TO USE
wh

- =y

7 IR*

v DOCUMENTATION
LIBRARY IN PLACE

Security Operations Center

CSIRT ENGINEERS

+ COMPLEX SECURITY
INCIDENT RESPONSE
MANAGEMENT

. Security services from Atos
security o
« INFRASTRUCTURE
MANAGEMENT
« SERVICE AVAILABILITY

SOC SECURITY ANALYSTS

+ ADVANCE INVESTIGATION

Advance « REPORTS
5x10 « FINE-TUNNING

services
5x10 + Standby

SECURITY OPERATORS

24/7

+ MONITORING SECURITY

*+ MONITORING AHPS
INFRASTRUCTURE

+ COMMUNICATION

AtOS



Pozadavky na Vas bezpecnostni tym?

... vzdélani / praxe .....
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Technické znalosti

Zkusenosti z obdobné
pozice

Certifikace

@curitm

Anglicky jazyk

Nastroje

Pracovni napln

Sentinel Training

“iNetio.

NetlQ Sentinel

SIEM McAfee Training

'Y McAfee

IBM Qradar Training
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Jiné podobné nastroje?

ITIL Foundation

« Event Mgmt
Incident mgmt

« Change mgmt
Problem mgmt

Interni procesy
organizace na
zvladani incidentd

Redeni incidentd

Rozsah
monitoringu

Security
Incident Response
proceduresv

CSIRT Incident
Management

Eskalacni
procedury

Management

A0S



Kdyz uz incident nastane a je detekovan
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Workflow cyber incidentu poskytuje zakladni informaci o aktivitach provazejicich
kazdy incident. Detailni popis workflow ATOS dokumentuje v ,,Security Incident Response

Procedure”, ktery musi byt odsouhlasen Zakaznikem.

/ ATOS team \

6

Organ statni
spravy

7 \\r

Recovery
support

Implementing
recommendations

i

Follow-up
meeting

4@"“
v

Atos CZ
QRadar
FINE

TUNNING

Log Sources

Security Analysis

SIEM

Event
sources

Correlation

Normalization

AtOS



Workflow - Je u Vas jasné dano kdo, ma co na starosti? AtOS

CYBER
security
Zakaznik Zakaznik
Jasné rozdéleni
- odpovédnosti a
Event recorded navaznosti v
komunikaci.
[ Kazdy bezpecnostni
[z smcuy incident vychazi ze
and detecton scénare, ktery ma oporu
NO v bezpecénostni politice
organizace.

Incident Management




Budovani bezpecnostniho povédomi
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Top ten safety and
security guidelines

oS

You are responsible for
SECURITY

Atos implemented a security management sys-
tem that encompasses Information security,
data protection, safety and physical security. All
Atos assets (people, information incl personal
data, sites, materials, intellectual property) and
the assets of our customers held in custody by
Atos need to be protected by each of us (internal,
external and third-parties). Therefore Atos has
defined mandatory policies regarding security.
You can obtain further information about these
policies and on the roles and responsibilities in
security by connecting to the SharePoint home-
page, then clicking "Organization”, "Support Func-
tions™ and "Group Security™.

Always report security
incidents

Security incidents (whether related to informa-
tion security, data protection, safety, or physical
security) must be reported as quickly as possible,
in order to reduce possible damage to the Atos
assets. See SharePoint, "Group Security™ and
"How to report a security event or incident” for
more information.

apply the appropriate protection. In addition,
special attention must be paid by each of us
when working with personal data (along with
confidential and secret information), and must
be strongly protected everywhere: during busi-
ness trips/missions, at office, on removable de-
vices, when spoken about in public or by phone,
and not referred to in social media networks..
Always consider the safest and most secure way!

Be careful with e-infor-
mation (e-mails, Inter-
net, etc.)

All kinds of virus programs can be attached to
e-mails or downloaded from the Internet. Never
open an e-mail that seems suspicious. Avoid
the urge to read it - instead delete it! Surfing on
the Internet, especially in social media, is not as
anonymous and harmless as you might think.
Dont download files from suspicious, dubious,
or unauthorized sites as these may contain ma-
Iware. Don't click on links to sites sent to you in
an unsolicited e-mail - it may be a "phishing” trap.

Protect your data
and devices (laptops,
mobile devices...)

fant company information when vyou are
out of your office. Never throw confiden-
tial papersffiles in the collective baskets but
in a locked bin or shredder in order to pro-
tect the information from any indiscretion.

Apply Atos sites secu-
rity ruless

Know the site security measures (reminder:
smoking is strictly forbidden inside all premises
of Atos) and the site evacuation procedures
in case of fire, bomb alert, flood, etc. and be
prepared to apply them in case of need (re-
gardless whether itis a real alarm or an exercise).

Respect access and
controls in Atos sites

You hold one (or more) passes at various
Atos premises. You must wear it visibly at
all times. Everybody is responsible for his
or her visitors. Visitors without proper clea-
rance must be accompanied during their
stay on premises at all times. Unescorted visi-
tors are a serious violation of our safety and
physical security policies. Do not hesitate to
offer your assistance to an unescorted visitor.

AtOS



Inspirujte se v nasem SOC centru
..... pravidelné referencni navstevy

Referenéni navstéva v ATOS

Security Operations Center

Agenda
DEN 1
09:30 Zahajeni - Predstaveni Atos Big Data & Security Polan:
Marcin Lipinski, CEE Hea‘ -
10:00 Atos Security Monitoring and Detection ’
50C (Maciej Glama)
Vulnerability Manage:
AHPS service (Przemek [
12.00 Obéd
13.30 Prohlidka viech oddé&leni Security Operations Center

Jakub Chmielewski

14:30 TPS - Organizational Cyber Security

16:00 Atos Security Incident Response - CSIRT
Piotr Chmylkowski

16:45 Atos Security Prevention — Identity and Access Management

Kamil larzembski

18:00 Individualni konzultace s jednotlivymi ¢leny SOC tym
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DEN 2

09:30 Atos Security Prevention - Endpoint perimeter protect
Rafal Grochowski

10.15 CIC - National Cyber security challenge to country int

12.00 Individualni konzultace s jednotlivymi ¢leny SOC tym




Dekuji za pozornost

Trusted partner for your Digital Journey

Tomas Hlavsa

tomas.Hlavsa@atos.net
604 290 196



