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Complementary security approaches
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Threat-Centric

Basic security maturity to prevent

attacks via an intelligence-based

policy — then detect, investigate,
and remediate
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Dynamic Context
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Trust-Centric

granting access via a identity-based
policy — for any user, any device,
any app, in any location

Good security practice to verify before

/




Zero-trust people

Authenticate users and
continuously monitor and
govern their access and

privileges. Secure users as

they interact with the internet.

Zero-trust workloads

Enforce controls across the
entire app stack, especially
connections between
containers or hypervisors
in the public cloud.

Zero-trust data

Secure and manage data,
categorise and develop data
classification schemas,
and encrypt data both
at rest and in transit.




Smaller, more frequent, context-based decisions with
Identity Services Engine (ISE)

Visibility
Control

Device
Compliance




Cisco ISE Overview
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Cisco Identity Services Engine
(ISE) is an industry leading,
Network Access Control and
Policy Enforcement platform,

Cisco ISE SIEM, MDM, NBA, IPS, IPAM, etc.
that lets you: ;
, pxGrid .
] CES o)
OO see |

Users, endpoints and JAeeets Policy Partner Eco System
applications for endpoints for network
Secure

By controlling network access
and segmentation

S

Share
Context with partners for
enhanced operations

Role-based Access Control | Guest Access | BYOD | Secure Access




Visibility
The profiling service in Cisco ISE identifies the devices that connect to your network
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Feed Service
(Online/Offline)

Endpoints send
interesting data,

that reveal their

device identity
Cisco ISE
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Context Build, Summarize, Exchange
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Visibility and Access Control

Context Reuse
by eco-system partners for analysis & control

ISE builds context and applies access control restrictions to users and devices




External Services

Eco system partnership to enrich, exchange context and enact

Context to Partner

Eco-
Partner

ISE makes Customer IT
Platforms User/Identity,
Device and Network
Aware
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Enrich ISE Context

Eco-
Partner

Enrich ISE context. Make
ISE a better Policy
Enforcement Platform

Threat Mitigation

Eco-
Partner

Enforce dynamic policies in
to the network based on
Partner’s request

Context Brokerage

Eco-
Partner

ISE brokers Customer’s IT
platforms to share data
amongst themselves



Secure Any Corporate Application with Multifactor Auth
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Integration documents are available at duo.com/docs


https://duo.com/docs

Establish Trust

Verify User &
Device Trust




Enforce Trust-Based Access

Enforce Policies for
Every App




Continuously Verify Trust

onitor Risky
evices

| . Search forusers, groups, applcations,or dovices
Dashboard
Dashboard > Device Insight

Device Insight .
i Device Insight Page Glossary
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Policies

All Endpoints  Trusted Endpoints  Not-Trusted Endpoints

Operating Systems by Platform
Groups

macOS 1y Crestomacos Poiey  Windows o Grsstowindows Py Andiroid, 108 w Croste Ancioid, 08 Potcy
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METTISEED ® End-of 0(0%) End-of-Life ® End-of-Life 123%)

© Out- 0(0%) Supported by Microsoft © Out-of-Date 15(34.1%)
T © Up-to-Dat 16(100%) ® Up-to-Date 28(63.6%)
Phishing Access devices + 2FA devices using Duo Madie
Accounts
Settings

Trusted Endpoints ey
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ISE and Duo Integration for MFA
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CONTRACTORS (o
John Duo Auth Proxy )
- Cisco ISE On-premesis Microsoft
Active Directory
@)
GUESTS T
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Bob
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EMPLOYEES @ ____________
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_® John connected via Switch-SJC01
Alice

Bob connected via AP-SJCO3

Alice connected via SSID "CORP”

Duo Cloud Service
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2FA for network access

Chain ISE RADIUS / Web authentications
with 2nd factor authentication from Duo for
secure network access.

Step-up Authentication

Common Confidential
Services Resources

.... v OZFA
(] v X

Specific network / application access is
subject to additional screening

Granular policies

‘ Context@

Duo consumes contextual data from ISE
to make better access control decisions

Duo Context to ISE
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Context

ISE receives endpoint telemetry from Duo

Zero Sign-on
‘ pxGrid
Identity SAML

Duo trusts ISE authorization to provide
access to cloud applications without MFA

Consistent Access Policies

wee slels
s Anywhere 9

Network through Application, Group
based policies



Duo never touches the primary authentication
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User's Primary Device Your Servers and Apps
Primary Server
Authentication Communication
Performed by you. Duointegrations
Duo never sees users’
passwords.
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Request Sent to
Duo

Core service and
policy engine is
always in the
cloud

User's Secondary Device

Secondary
Authentication
User verifies login
ontheir device.

Duo Push

Mobile Passcode
Phone, SMS
HOTP Token
U2F/WebAuthN
Bypass

1T

User’s Primary Device

Success!
Userisloggedin.



Zero Trust Story




2FA is one of the easiest and most
effective ways to immediately reduce
security and compliance risk.

Job 1

Establish User Trust




Job 2

Establish Device Trust

Establish device trust

Connect

System Scan:
System scan not required on current Wi-Fi.

Roaming Security:
You are protected by Umbrella.
DNS queries are encrypted.

3:58

<{ Menu Security Checkup

Your device's security score
is perfect!

iOS is up to date

Duo Mobile app is up to date

Face ID is enabled

Screen Lock is enabled

This device is not jailbroken

Security Checkup will never access personal
information on your device.




Job 3

Gain Visibility

Gain visibility into users, devices and
workloads

Workforce
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Customized policies based on
workforce, workplace and workload

Workforce

Y W Socd N

Workplace I

Enforce Adaptive Access

Policies @
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Job 5 - Workforce

REST
APIs

Grant workforce easier, safer ORACLE

.« - "~ PEOPLESOFT WEB SDK
access to specific work apps

ottt RADIUS

SAML
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Network fabric or Access Network, data
enterprise firewall policy center and cloud
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Reduced attack surface based on business intent;

Grant secure access to the Network e e e LA
with Segmentation

Job 5 - Workplace

Workforce devices loT devices
HR VPCs Developer servers
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Job 6

Continuous Monitoring & Detectfleess malure A
Response
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Cisco Trusted Access — Guided Progression

Using a practical Zero Trust approach to security
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Key point: User ID is extremely
important, but so is the
trustworthiness of the endpoint.
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