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Kratke predstaveni

Litomeérice Oddéleni IT

« ORP Il typu 8 Budov

* 40 Obci ve spravnim obvodu Cca 240 uzivatelu

- Mé&sto ma cca 25 000 obyvatel 5 Informatiku a 1 GlSak

 Letos slavime 802 let od zalozeni
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O co se starame

Interni agendoveé systemy
Dohledovy systéem

ol
gl 00 ¢ il

Weby meésta

Externi cloudové aplikace
Office 365

it / Bezpeténost
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Zabbix
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Grafana

Fortigate 100D

= CPU usage 5m WiFi Kiienti R
1 0 0°/o 50% 1 i i ,

Urad 24h

100 Mb/s avg current

= IN 13.8Mb/s 17.5Mb/s
0b/s

OUT 246Mb/s 33.2Mb/s

-100 Mb/s

-200 Mb/s

Antivirus

5Mb/s _

avg current
0b/s

= IN 602b/s  2.14kb/s
-5Mb/s == OUT 234Mb/s 9.97 Mb/s

-10 Mb/s Webfilter

-15Mb/s

-20 Mb/s

2Ll e avg current HA status

150 Mb/s = IN 17.1Mb/s 31.4Mb/s
100 Mb/s == OUT 525Mb/s 6.62Mb/s

50 Mb/s FG1

FG2
0b/s synchronized synchronized

-50 Mb/s

© Fortinet Inc. All Rights Reserved.




Grafana

v Wifi sité

T

UuP
UP

UP
Prestupky

UP

Klienti heatmap

i

07:00

Klienti

10 Mb/s

0b/s
-10 Mb/s
-20 Mb/s
-30 Mb/s
-40 Mb/s

04:00 05:00 06:00 07:00 08:00 09:00

Klienti

[ |
Starosta ."."l
1. mist ..
2. mist ....'
O |
Hrad
e E] .'..".ll.
Sekretariat ....l'
R | [ [ []]]]

Lavicka Ostrov .
Lavicka ParkVH .
Zased . Kalich .

Zased . Cnis .."'
ensavirzo [JERNRNNN
Zased . Pekaiska [
Pekarska prVievo "..'
Pekarska 1pVievo "l'l'

Pekarska 1pVpravo '.l
Pekarska 2pVievo '

Pekarska 2pVpravo . . ' '
Pekarska 3pVievo . . . .

mmalllllll

Pekarska 3pVpravo .

Obc&anky ..
cnste [HENEN

Prestupky '

avg current
== Download 565b/s 1.18kb/s
== Upload 202Mb/s 16.8 Mb/s

© Fortinet Inc. All Rights Reserved.

Klienti

= ON-_BARROWONN—LOVUI0OCOO—_L,O0—_L0—=UINOW
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Error logs for All: www!

8.8.8 msg="Check failed” duration_seconds=3.000553204
|2621-85-27 10:03:07 level=error target=8.8.8.8 msg="Error while sending a ONS query" err="read udp4 149.28.9.191:67181->8.8.8.8:53: 1/0 timeout"
level=info target=8.8.8.8 msg="Making DNS query" target=8.8.8.8:53 dial_protocol=udpé query=www.litomerice.cz type=1i class=1
level=info target=8.8.8.8 msg="Resolved target address" 1p=8.8.8.8
level=info targe! "Resolving target address® ip_protocol=ip4
lovel=info targe! ‘Beginning check” type=dns timeout_seconds=3

|2021-85-27 16:03:07 level=error targe

AR
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Postupna evoluce

Pravek Starovek

* IPchains firewall * IPTABLES firewall

« Sendmail + ClamAV » |cewarp groupware

« AVG antivirus na windows bez centralni spravy * Fortimail

* Dva Linuxové servery * OpenVPN

« Zadna wifi « Dohledovy systém Cacti

+ Jeden Fortigate v transparentnim médu
« ESET antivirus s centralni spravou
» Neékolik serveru jak Windows tak Linux

» Decentralizovana Wifi pro vefejnost chranéna Fortigate 50B

- © Fortinet Inc. All Rights Reserved. 10



Postupna evoluce

N

ovovek

IPTABLES firewall

Jeden Fortigate v transparentnim maédu
ESET antivirus s centralni spravou

Par virtualnich serveru, zbytek fyzické
Icewarp groupware

Fortimail jako sluzba

OpenVPN

Wifi — Aruby s centralni spravou

Dohledovy systém Zabbix

Soucasnost

Dva Fortigate firewally v HA

Jeden Fortigate pro Méstskou policii

15 Fortiswitchu

Office 365

ESET antivirus s centralni spravou

Mraky virtualnich serveru

Nékolik Wifi siti - FortiAP

SSL VPN + Forticlient

Active directory + Radius + GPO

Dohledovy systém Zabbix + Grafana pro prezentaci dat

Fortianalyzer jako sluzba
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S ¢im nam Fortinet pomaha

3x Fortigate

15x FortiSwitch

27x FortiAP z toho 2 externé v chytrych lavickach
1x Fortianalyzer jako sluzba

Security Fabric
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Fortianalyzer jako sluzba
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Kam dal

Vlastni Fortianalyzer

Nasazeni dalsich FortiAP

Obména stavajicich switchu za Fortiswitche
Generacni obména Fortigate

SIEM

Monitoring a vysSi zabezpecCeni koncovych stanic
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Co se mi na Fortinetu libi

a obcas nelibi ©

Skalovatelnost

Vzajemné provazanost jednotlivych produkti
Jednoducha sprava

Rychla identifikaci hrozeb

Prehled o provozu na siti

Dobra dokumentace

Bugy ve firmware
Lagovani webového rozhrani

Cena ©
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Veta na zaver

Je dobré mit po ruce nekoho kdo vam pomuze, kdyz néco nevite
nebo ,seto” rozbije.

V nasem pripade jsou to NetLANCERS
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Fabric Management
~ Center

Adaptive Cloud
Security

Zero Trust
Access

FORTIOS

Security-Driven

) Networking
FortiGuard Threat

Intelligence
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Security Framework for Digital Security

Reconnaissance =~ Weaponization Delivery Exploitation Installation Command & Action on
Control Objectives

tual Security
Analyst

Deception

Sandboxing

Secure Threat Vectors

YR
\@\ﬁ‘i The Basics Mature @
- Sald
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Sandboxing

Reconnaissance Weaponization Delivery Exploitation

.Challenge

(0]
Advanced Lateral
Ransomware & Spread

0-day Threats

Y © Fortinet Inc. All Rights Reserved.

Installation Command & Action on
Control Objectives

Manual &
Slow Response
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How Should We Address 0-day Threats?

Firewall SEG

Zero-Day Intelligence Hub

Code Probably

Reputation:
File, IP, App,
Security s Email App
Technologies RAISIEES Signatures,
Digitally
singed files
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Suspicious

Heuristics

Reputation: Blacklists
File, IP, App, Signatures
Email Generic 9
Signatures

19



Deception

Reconnaissance Ac.tion. on
Objectives

Challenge

External & Mitigation
Internal Actors Cost
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Virtual Security Analyst — FortiAl

Reconnaissance Weaponization Delivery Exploitation Installation

Action on
Objectives

Command &
Control

&

Challenge
Too Many Manual Lack of
Alerts Investigation Trained People
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Fortinet Transforms Security with

0 1 Powerful ﬁf&

Security
Q9o
0 2 Broad O OO
Coverage 30

QP
03 Automa.ted o {30
Protection 35
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