Umela
inteligence pro sitovou
bezpecnost

Od studentského

startupu do Silicon Valley
jako soucast CISCO




Cognitive Security (COSE) vzniklo ze Skupiny agentovych technologii FEL CVUT

Size of header B8B45520h 283936
File size in header» FFFFFEE8h 4294967016
Entrypoint BBBAS5B23h 6786921
Relocation entries B0HBHB5BABK 23296
Relocation offset HBBBAB468h 1128

Entrypoint #8861 BC5h ~ 480325
Entrypoint RUA B08627C5h
Entrypoint section .text
Calculated PE EXE size 008BB6AGBL ~/ 748032
Image base 1800008868h / 268435456
Required CPU type 80386
Required OS 5.0 — Win 98 or 2k
Subsystem Windows GUI
Linker version 2.60
Stack reserve #0108680088h ~/ 10848576
Stack commit #8881888h ~/ 4096
Heap reserve 181680088h ~ 10848576
Heap commit #8801 8686h ~/ 40896
Flags:
File is executable
Machine based on 32-bhit—word architecture
DLL file <(library image>

Sections according to section table (section align: 88001000 :
Name RUA Uirt size Phys offs Phys size Phys end Flags
.text #000108686h GAAY7S57ESh 00000400h 00A75800h GBOBAY75CA0L 600060026h
.rdata A0877008h G0AB25C6Ch 0808A75CH0L 0BHB25EABh GBBA?2BABAL 40000048h
.data A0092D08BBh BAA166ECh 00BA?2BAGAL 0HG11400h GBHBBACEABL CHBBBA46h
-.reloc #00B408Bh 0GHABA?AB2Zh BABACEABh 00HBA?2CHAL GBHBBB6AABBL 42000046h

Listing of all used data directory entries C(used: 5, total: 16>:
Name Phys offs RUA Phys size Section
Export Table GOB0A2AF58h 60A2C356h 06000A21Ch .rdata
Import Tabhle 08082A26Ch 60A?2B66Ch 06008BA64h .rdata

\tf- Lés
s T -'

T

i :J :.“:- : ’ .

'4’ p. o

o o
e

»

-

(T

Skupina uspesne resila projekty pro americkou armadu a namornictvo:
e kooperace dronu ¢ hledani bezpecnych plavebnich tras



Sit'ova bezpecnost dnes stavi na firewallech, antivirech, prevenci, sandboxech

COSE prinasi Umeélou inteligenci a Teorii her pro optimalni obranné strategie



nulation policymakers

theoretical

& g faCt, unrest
. 8 LO0N0m ’.‘, ;1'1‘621 ’1V measures
5 092 8 beyond notiﬁE";emn
PR indicators 3 sering— less o W
L(lsllr:;lt'é é '; policy-making '_‘ ,.wmlmu z md1v1dual 20 ne W — 'g g
community-Jevel _x‘) COUI]tflGS role mov L’m(nt v even D 8 ;j peoduction
collaboration .':' c O f many o g, g
variables Citimns s makeu ln Ormatlon Contrlbuu’: trust -
talk # bt’ll(.’fltb > g, ¢y Lt
. E T oy e SO O tric
N - avallabl 3 CD tools S 370 80
. S E process scientific made o — [‘lOtS 3;« '-Q é Q) __Q a ‘-Qc) st
one —8 y - U response arganisations h j = E torm 8 .’§~ enoubh COI{]‘&e
° i GmemwedireSearchg s now g TR 7
S Statistics P I’” ”' | analytical 3)) B gD
L‘ga y h 4 . ‘ ol A Internet
. /) phenomena Just 2 8 8 g
auch  inflation StUdY __fg sometimes - E
demand Cuardian . § Stl"
© : Erglizh discims T

COSE realizuje technologii strojového uceni na datech ze stovek tisic pocitacu



2006 2010 2012 2014
Agentovy system * Prvni zamestnanec VP sales propusten ISO audit - “nejlepsi
detekce sitove nakazy Drvni zakaznik Angel buyout dokonéen integrace do CISCO”
Financovani z Army spoleény vivoj s CVUT CISCO/COSE spoleéné WebFlow detekcni
Research Office, R&D ukonceno engine v produkcl
CERDEC US ARMY, CISCO/COSE OEM cloudova sluzba
AFRL, smlouva tym vzrostl 0 100%
Martin Rehak PhD pripr. rouxrun tier1VC prvni platici zakaznici
2009 201 | 2013 2015
COSE s.r.o. Early stage VC COSE se stava .
Financovani Angel financovani 1.4M soucasti CISCO produk CETA Chramo
| S >500Kk sitovych uzlu
funding castecny Angel buyout >25% do ESOP
- : XA S . >30 platicich globalnich
L|.c. smlou’vail s CVUT ESOP zaclenén . AVUT/COSE lic. zékaznik(] >1%0 o
Financovani DOD CISCO/COSE spolecny smlouva upravena na |
zdvojnasobeno R&D kontrakt sml. o podporovaném rozSifujeme pokryti:
CISCO partnerstvi VP sales prijat vyzKkumu WSA, BC



INOVACE V COSE

COGNITIVESECURITY

vytrvalé hledani disruptivnich prilezitosti

vse stavéno na high-end vedeckych metodach (umela inteligence,
strojové uCeni)

_ spoluprace s univerzitou, spoluresitelstvi R&D projektu

extrémné rychly postup od védeckych vysledku — k dodani
produktu

investice do lidi a R&D uprednostnéna pred investicemi do
rozvoje businessu

_ umoznéno pres Venture Capital,

_ tlak na rychly rdst technologie | businessu



INOVACE Vv ‘ileth,

* prilezitosti:
_ zdroje k ziskani (jesteé vyrazngjSiho) talentu

_ dostupnost relevantnich obrovskych dat, a tim padem
prilezitosi k uplatnéni R&D zkusenosti v $irsim rozsahu

_ unikatni znalosti a zkusSenosti v sitové bezpeCnosti

_ potencial ovlivnit velmi rozsahly globalni trh

* VYZVY:

_ disruptivni postupy v tradiCnim zabehlém prostredi
_ tlak na revenue

~ diversita talentu



UMELA INTELIGENCE

* co to vlastné je ?

+ funguje to vUubec ?
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* je to bezpeCné ?




Umela inteligence ?
rozeznani nemocnych bunek... StrOjove uceni ?

et D detait2) Rozpoznavani 7
™ A Predikce 7

Thomas Bayes
1701-1761

“(detail 3)

Alan Turing
1912-1954

...rozeznani vojenskych cilu

Claude Shannon
1916-2001

N

..nejtezsi je dekodovat obsah
vstupnich dat




Prulom po 2006 v rozeznavani obsahu obrazu FACIAL RECOGNITION

Deep-learning neural networks use layers of increasingly
complex rules to categorize complicated shapes such as faces.

Layer 1: The
computer
identifies pixels
of light and dark.

Layer 2: The
computer learns to
identify edges and
simple shapes.

Layer 3: The computer
learns to identify more
complex shapes and
objects.

Layer 4: The computer
learns which shapes
and objects can be used
to define a human face.




Prulom 2014:
prekonani hranice
obraz-text

A person riding a Two dogs ply in the gra. |
motorcycle on a dirt road.

» Strojové uceni do ~2010
_ uCeni z malych dat

_ uCeni navigovano
Clovekem

A grop of young people Two hockey players are fighting A‘ e |
playing a game of frisbee. over the puck.

» "Deep Learning” po 2010

Airplanes

~ uCeni z masivnich dat

_automatické uCeni z

dat v hierarchii

A close up of a cat laying

© , ¢ 4 . A herd of elephants walki
ruznych urovni detailu seinhehgrpmedyrre on a couch.

across a dry grass field.




Umela inteligence za 5, 10, 20 let

Bezprecedentni
synteza vsech

dostupnych dat

e klesne hoc
idské mec
prace s da

“Prohledavaci,
priprav mi smlouvu
s brazilskym
dodavatelem. Podle
svycarskeho prava.
Trojjazycné.”

Nota
nanickeé

%



Budouci ultimatni sit'ové
Dezpecnostnl systemy

* kam smeérujeme !

_ k odstranéni prace armady analytiku pisicich signatury

_ k automatické kompleti reakci (zabezpeCeni, vyCisteni, reporting)
systému pli objeveni jediného prikladu doposud neznamé hrozby

_ k automatickemu rozeznavani lidmi nerozeznatelnych udalosti na siti
_ k systému neomezenému velikosti sité (loT zvetsi provoz o nekolik
radu)
* kde jsme !

_ stale jesté na zaCatku - ale nikdo na sveté neumi vic
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Surprising
number
of problems...

Self-Driving Car

Not entirely there yet...
(20+ years)
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Samoridici vuz vs. sit'ova

behavioralni analyza

Various methods
combined...
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Network Behavior Analysis

podobna
komplexita

Various methods
combined...
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2 Not entirely there yet...
o (after 4+ years)
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THE MAGIC ROUNDABOUT |

" | Ring road
| Cirencester

(P Marlborough |
c?nv:rne @ Burford
I Oxford

A4312
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Swindon, UK



UMELA INTELIGENCE JE VIC
HROZBOU NEBO PRILEZITOSTI ?

* Brzdy

_ techniky umele inteligence je teézke implementovat,
selhani jsou bézna

J

_ zadna skutecna technologie (zatim) nevede ke

/

strojum s vlastnim veédomim

_ vSechno zdanlivé inteligentni chovani stroju je

zakodovano lidmi, kteri chybu
* Prilezitosti

_ maslivni zrychleni CPUs umozni nepreedstavitelné
zmeny ve spolecnosti

_ Jsme na zacatku datove-informacni revoluce

_ pride série prulomu v technologii. Kazdy bude
disruptivni. Kazdy bude hrozbou ale | prilezitosti !







