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ZNAMY CIL # 1

SpolecCnost ‘Prykarpattya Oblenergo

Vypadek v 8 provinciich lvano-

e Frankivsk regionu

ZNAMY CiL #2

SpolecCnost ‘Kyivoblenergo

Odpojeni 30 elektrickych stanic =
Dopad preruseni dodavek elektfiny pro cca 80
000 zakazniku

“The big lesson here is that...someone actually brought down a
power system through cyber means. That is an historic event, it
has never occurred before.”

- Robert M. Lee, Cyber Warfare Operations Officer for the US Air Force
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Corporate Network

Corporate Clients
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The target gets a spear-phishing email that
contains an attachment with a malicious
document. The aftackers spoofed the sender
address to appear to be one belonging to Rada
(the Ukrainian parliament) and the document
itself contains text trying to convince the victim
tfo run the macro in the document
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FASTSSECUREZ016

Corporate Network
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The victims, successfully tricked, executed malicious code to interact
with remote Command and Control (C&C) servers. System
information was sent to C&C servers, and was used by attackers to
gather additional information about targets. Ultimate goal was to
execute commands on the victim’s hosts or to gain remote access to
the target network

F RTINET



Corporate Network
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Compromised hosts were probably used to identify HMI servers and
collect information on ICS environment
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Industrial Network
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UPS (Uninterruptable Power
Supplies)
)

PLC/RTU
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Corporate Network Industrial Network

UPS (Uninterruptable Power
Supplies)

Exploiting HMI software vulnerabilities, the attackers downloaded
and implanted Black Energy malware on the SCADA systems ‘ ‘

PLC/RTU

FASTSSECUREZ016 F  RTINET



Corporate Network Industrial Network

UPS (Uninterruptable Power
Supplies)

clear if these command were sent from a compromised workstation
using a regular connection or a backdoor SSH connection activated
by the malware

Commands were sent to open breakers to the targeted sites. It’s not ‘ ‘
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Corporate Network Industrial Network
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UPS (Uninterruptable Power
Supplies)
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The attackers acted (remotely or using internal systems) to delay restoration,
to amplify impact, and make forensics more difficult: ‘

» Call Flood of call centers blocked customers from reporting the power

outage
- Data Wiping of files in an attempt to deny use of the SCADA systems and

cover its tracks | | 8
» Scheduled UPS outage via their remote management interface O :
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SPAM ANTI-SPAM MALICIOUS
EMAIL
MALICIOUS

LINK WEB FILTERING

SOCIAL ENGINEERING / MALICIOUS
PHISHING WEB SITE

DRIVE-BY-MALWARE
(WEBSITE)

MALVERTISING
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SPAM ANTI-SPAM MALICIOUS
EMAIL
MALICIOUS

LINK WEB FILTERING
FLASH, JAVA AT EXPLOIT WEB SITE

INTRUSION PREVENTION

MALICIOUS ADOBE ANTIVIRUS

OFFICE DOCUMENTS -
MACROS
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Identity&Access
Management
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DNS TUNNELING

TUNNELING USING ICMP,
TOR, ETC

Security Information and
. Event Management (SIEM) =

FAST FLUX
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Zakon o kybernetické bezpecnosti (€. 181/2014
Sb.) byl schvélen s u&innosti od 1.1.2015. Firmy
a organizace, kterych se zakon tyka, mély dostatek
Casu se pripravit a sladit své bezpe¢nostni procesy
a infrastrukturu se znénim zakona. Presto mnoho
subjektl zakon do dnesniho dne nespliiuje a hrozi
jim tak ndpravn4 opatieni a sankce od NBU.

Zakon urCuje, jak ma byt kyberneticka bezpecnost
zajisténa a definuje, jakym zplsobem se ma reagovat
na hrozby a fesit vzniklé bezpecnostni udalosti. Dalsi
podrobnosti k zakonu jsou stanoveny v provadécich
vyhlaskéach a to véetné technickych pozadavkd na
jednotlivé systémy.

Zakon o kybernetické bezpeCnosti

Subjekty, kterych se zdkon tyka, jsou v zékoné
jasné definované. Rozhodné to ale neznamen4, Ze
ostatni mohou na zakon zapomenout. Ochrana dat,
uzivatell a komunikace se dnes tyka Uplné vSech.
Zakon pak slouzi jako urcité doporuceni a metodika,
jak pristupovat ke kybernetické bezpecnosti.

Pokrytijednotlivych Eastizakona konkrétnimi feSenimi
vyrobcl nemusi byt viibec snadné a pfimocaré. UZiti
produktd od mnoha wyrobcl komplikuje integraci
celého feSeni do funkéniho a bezpecného celku a
vede k nepiiméfené zatézi pracovnikl pfi provozu
podobného reSeni. Fortinet VAm nabizi feSenti, které
pokryje znacné mnozstvi kapitol zakona a bude
snadno integrovatelné.

‘ ZAKON O KYBERNETICKE BEZPEGNOSTI

FYZICKA BEZPECNOST

OCHRANU INTEGRITY
KOMUNIKACNICH SiTi

OVEROVANI IDENTITY
UZIVATELU

RIZENI PRISTUPOVYCH
OPRAVNENI

OCHRANA PRED
SKODLIVYM KODEM

ZAZNAMENAVANI CINNOSTI
SYSTEMU A UZIVATELU

DETEKCE BEZPECNOSTNICH
UDALOSTI

SBER A VYHODNOCENI ,
BEZPECNOSTNICH UDALOSTI

APLIKACNi BEZPECNOST

KRYPTOGRAFICKE
PROSTREDKY

ZAJISTOVANI UROVNE
DOSTUPNOSTI

BEZPECNOST PRUMYSLOVYCH
A RIDICICH SYSTEMU




Cyber Assesment
Program
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